Method and Apparatus for Displaying Blocked Transmitter Information 



Technical Field 

This invention relates generally to wireless communications and more 
particularly to management of information regarding registered but blocked 
transmission sources. 

Background 

It is known to include a unique identifier or other identification or 
Mio authentication mechanism in a wireless communication to confirm for a 



IP recipient the identity of the transmission source. For example, movable barrier 

p 

%J operators that control the operation of a movable barrier often have some 

Q mechanism for recognizing a valid transmission to ensure that unauthorized 

|| transmitters do not effect control of the movable barrier. In some settings, such 

m 15 as movable barrier operators that are employed at apartment complexes, 

businesses and other campuses, military posts, and so forth, a large number of 
transmitters must often be registered and known to the movable barrier 
operator (in these examples, hundreds of transmitters, each with a unique 
identifier, must often be registered and the number can be even greater). 
20 From time to time, for various reasons, a registered transmitter must be 

temporarily blocked from being recognized as an authorized transmitter. For 
example, when an individual is known to be away for some period of time, the 
transmitter that is assigned to that individual should be blocked so that 
unauthorized individuals can not use it to gain inappropriate access through 
25 the corresponding movable barrier. Prior art mechanisms provide for such 

blocking and the removal of such a blocking categorization without 
necessitating a complete removal and subsequent re-entry of the relevant 
information. Unfortunately, the present solutions do not address all needs of 
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all users. For example, it can be difficult to ascertain which transmitters are 
blocked at any given moment without entering, for example, the identifying 
information for that specific transmitter and inspecting the corresponding 
stored contents. 

5 

Brief Description of the Drawings 

The above needs are at least partially met through provision of the 
method and apparatus for displaying blocked transmitter information 
JPJ described in the following detailed description, particularly when studied in 

Mio conjunction with the drawings, wherein: 

y FIG. 1 comprises a block diagram depiction of a system embodiment 

Cm 

t 1 configured in accordance with the invention; 

%i 

* FIG. 2 comprises a block diagram depiction of a control unit 

Py embodiment as configured in accordance with the invention; 

jU 15 FIG. 3 comprises a front elevational view of a user interface embodiment 

53 

fn as configured in accordance with the invention; 

FIG. 4 comprises an illustrative depiction of memory contents as 
configured in accordance with the invention; 

FIG. 5 comprises a flow diagram embodiment as configured in 
20 accordance with the invention; 

FIG. 6 comprises another flow diagram embodiment as configured in 
accordance with the invention; and 

FIG. 7 comprises yet another flow diagram embodiment as configured 
in accordance with the invention. 
25 Skilled artisans will appreciate that elements in the figures are 

illustrated for simplicity and clarity and have not necessarily been drawn to 
scale. For example, the dimensions of some of the elements in the figures may 
be exaggerated relative to other elements to help to improve understanding of 
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various embodiments of the present invention. 



Detailed Description 

Generally speaking, pursuant to these various embodiments, a control 
unit has a memory containing information regarding various transmitters. This 
information includes both identifying information as used by the control 
device upon receiving a transmission from a transmitter to confirm its 
authorized status and blocking status information as may correspond to any 
given previously registered transmitter. Upon detecting a particular user input, 
which user input constitutes a command to display blocked information, the 
control unit displays through a user interface at least a first memory location 
that corresponds to a memory location that contains a unique identifier for a 
transmitter that is presently blocked. In one embodiment, additional memory 
locations for additional blocked transmitters are sequentially presented with 
each assertion of a specific user interface input So configured, a user can easily 
determine which memory locations pertain to blocked transmitters. Such 
information can then be used in various ways to support the management of 
the overall system. 

Referring now to the figures, additional details regarding these and 
other embodiments will be provided. 

Referring now to FIG. 1, a given system 10, in this embodiment, includes 
a control unit 11 that is coupled to a movable barrier operator 12 such that the 
control unit 11 can provide control signals to the movable barrier operator 12 
to thereby control, at least to some extent, a movable barrier as operated by the 
movable barrier operator 12. The control unit 11 provides such control signals 
in response to receiving appropriate transmissions from any of a plurality of 
previously registered remote control transmitters (represented here by 
transmitter 1 and transmitter 2 as denoted by reference numerals 13 and 14). 



The number of transmitters supported will vary with the application, and will 
typically number in the hundreds, though 1,000 or more are certainly possible. 
In this particular embodiment, up to 250 such transmitters are presumed to be 
supported by the system 10. Pursuant to the embodiments described below, 
blocking information as known to the control unit 11 can be made easily 
available to a user to support management of the information. 

Referring now to FIG. 2, the control unit 11 includes a processing unit 

22 as provided, for example, through use of a microprocessor with supporting 
circuitry and outlying components. The processing unit 22 preferably 
comprises a programmable platform that is programmable to effect the 
activities described below. The processing unit 22 couples to a user interface 

23 which will typically be disposed in a manner that is accessible to a user 
(more details regarding the user interface 23 are provided below). The user 
interface 23 allows a user to interact directly with the control unit 11 to effect, 
for example, a learning mode as described below. In this embodiment, the 
processing unit 22 also couples to a wireless receiver 24 that at least receives 
transmissions from various transmitters including the remote control 
transmitters that are authorized through pre-registration with the control unit 
11. In addition, the processing unit 22 couples to a memory 25. This memory 
contains the transmitter information noted above. With momentary reference 
to FIG. 4, the memory has a plurality of memory locations with each memory 
location having a memory location address. For example, as depicted, the first 
memory location 41 has address "1". Stored at that memory location 1 is a 
unique identifier 43 (in this example, "ID A") for a corresponding transmitter 
and an area 44 where blocking information can be stored. In this example, the 
unique identifier stored at memory location 1 is not blocked. Conversely, the 
unique identifier stored at memory location 2 (denoted by reference numeral 
42) has a blocking indicator stored at its respective blocking indication area 45. 



Similarly, other memory locations (such as memory location N) can have a 
unique identifier stored in conjunction with a blocking indicator 46. (It should 
be noted that, if desired, a system can have multiple transmitters that share the 
same unique identifier. This may be done, for example, to identify one group 
of users as distinct from other users. When this practice is engaged, the entire 
group can be blocked by blocking a single entry of that shared unique 
identifier in the memory.) 

Referring now to FIG. 3, the user interface 23 includes a display 31 and 
a keypad 32. The display 31 allows various information to be presented to the 
user as appropriate to various supported functionality. The keypad 32 
comprises a tactile interface that allows a user to enter information and/ or 
express commands to the control unit 11. For example, in this embodiment, to 
initiate blocking and unblocking actions the user asserts the "Block" key 33. By 
contrast, to initiate a display blocking information mode the user 
simultaneously asserts the asterisk key 34 and the numeral key M 5." To 
conclude such a mode the user asserts the pound sign "#" key 35. 

So configured, the control unit 11 comprises a programmable platform 
that is readily programmed to act as described herein. 

With reference to FIG. 5, to block 51 a given transmitter from having 
present ability to control the corresponding function (in this example, movable 
barrier operation) without removing the transmitter information from the 
memory 25, the user uses the user interface keypad 32 to assert 52 the "Block" 
key 33. This places the control unit 11 in a block functionality mode. Next, the 
user enters 53 the memory location for the transmitter that the user desires to 
block (again using the keypad 32). To conclude, the user once again asserts 54 
the "Block" key 33 and the process concludes. This action will result in storing 
a blocking indicator at the memory location indicated. If no transmitter 
information is stored at a memory location that a user designates for blocking, 



a visual or audible indicator of this circumstance can be provided. In addition, 
and as may be appropriate to a particular application, when no transmitter 
information exists at a memory location designated for blocking, the blocking 
command can be ignored. 

With reference to FIG. 6, much the same process is used to unblock a 
previously blocked transmitter. To initiate the unblocking process 61, the user 
again asserts the "Block" key 33, and then again enters 63 the memory location 
for the transmitter that is to be unblocked. The process concludes when the 
user again asserts 64 the "block" key 33. This action will result in removing the 
blocking indicator at the memory location indicated. 

The above actions allow a specific transmitter at a specific memory 
location to be blocked or unblocked. These actions do not, however, provide 
the user with information regarding whether the transmitter at the indicated 
location is blocked or not. If desired, an indication can be provided on the 
display when displaying the memory location address to indicate blocked or 
unblocked status. Even when this is done, however, that only provides 
blockage information when the specific memory location address is called up 
by the user for whatever reason. 

FIG. 7 provides a way to give the user specific information regarding 
which memory locations contain unique identifiers that are presently blocked. 
To begin the display of blockage information 71, the user initiates the process 
through interaction with the user interface 23. In this embodiment, the user 
asserts the asterisk key 34 combined with assertion of the numeral 5 key. Other 
combinations could of course be utilized as desired, and/or a dedicated input 
mechanism provided to initiate this process. 

Once initiated, this display process 71 displays 72 at least one memory 
location that contains unique identifier information that is presently blocked. 
In this embodiment, with only a modest 3-digit display 31, only a single 



memory location address is presented at any one moment The particular 
memory location selected for initial display can be selected in a variety of 
ways. In a preferred embodiment, the lowest memory address having a 
blocked unique identifier is displayed first, with sequentially increasing 
addresses being displayed in seriatim fashion thereafter. This could be 
reversed if desired, with the largest memory address being displayed first. Or, 
if desired, the particular address can be selected some other way or even 
randomly selected as may be appropriate to a given application. A timer is 
initiated 73 and the control unit 11 then monitors for input 74. If the user 
enters, in this embodiment, the number "5" using the user interface keyboard 
32, the control unit 11 advances 75 to the next memory address that contains 
a blocked identifier, and the process repeats by displaying that address on the 
display 31. If the user enters instead, in this embodiment, a pound "#" sign 35, 
the process concludes 77. And, if the timer option has been used, when the time 
expires 76 without further input the process ends 77 as well. 

So configured, the user can view each memory location that harbors a 
blocked identifier without having to view any unblocked memory locations. 
As depicted, when all of the blocked memory locations have been presented, 
the process will simply begin again at the beginning of the list and present 
again an earlier displayed memory location (in this instance, that would be the 
first displayed memory location). If desired, instead of repeating the 
information, a message could be provided to the user to inform the user that 
all of the blocked locations had already been displayed. 

Those skilled in the art will recognize that a wide variety of 
modifications, alterations, and combinations can be made with respect to the 
above described embodiments without departing from the spirit and scope of 
the invention,, and that such modifications, alterations, and combinations are 
to be viewed as being within the ambit of the inventive concept. For example, 



in the embodiment described, a positive indicator is stored in the memory to 
indicate that a given transmitter is blocked and the absence of an indicator 
indicates unblocked status. This could be done in other ways. For example, a 
positive indicator could be used to indicate unblocked status and the absence 
of an indicator could indicate blocked status. Either of the above two schemes 
can be implemented with only a single memory bit If additional bits are 
available, then a specific positive entry can be used to indicate blocked status 
and a different specific positive entry used to indicated unblocked status. Also, 
as presented above, memory locations are displayed one at a time as the user 
asserts a key to move through the list of blocked items. If desired, this 
sequential shifting can be automated such that the memory locations change 
automatically after, for example, a predetermined amount of time, such as 5 
seconds. 



